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Abstract

We study a version of the shortest path network interdiction problem in which the

follower seeks a path of minimum length on a network and the leader seeks to maximize

the follower’s path length by interdicting arcs. We consider placement of interdictions

that are not visible to the follower; however, we seek to locate interdictions in a man-

ner that is robust against the possibility that some information about the interdictions

becomes known to the follower. We formulate the problem as a bilevel program and

derive some properties of the inner problem, which enables solving the problem op-

timally via a Benders decomposition approach. We derive supervalid inequalities to

improve the performance of the algorithm and test the performance of the algorithm

on randomly generated, varying-sized grid networks and acyclic networks. We apply

our approach to investigate the tradeoffs between conservative (i.e., the follower dis-

covers all interdiction locations) and risky (i.e., the follower discovers no interdiction

locations) assumptions regarding the leader’s information advantage.

1 Introduction

Network interdiction problems involve two players, a leader, and a follower who have con-

flicting objectives on a given network. The leader acts first (interdicting components of the

network), and the follower then observes and reacts to the leader’s actions. Applications

of network interdiction problems arise in drug trafficking [2, 17, 33], critical infrastructure

protection [8, 34], and nuclear material smuggling [20].
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Interdiction research has considered a number of different objectives. In maximum flow

network interdiction, first examined by Wollmer [32], the follower seeks to maximize the flow

from the source to the sink, and the leader seeks to minimize the follower’s maximum flow (see

[1, 10, 19, 25, 33, 36]) by eliminating or reducing the capacity of a subset of arcs. In shortest

path network interdiction, which dates back to the work of Fulkerson and Harding [11], the

follower seeks a shortest path on a given network whereas the leader aims to maximize the

follower’s path length [3, 15, 18] or ensure the follower’s path length is at least some minimum

value [12] by lengthening or removing a subset of arcs. Previous interdiction research has

also examined the problem of disrupting multicommodity flow networks [16], minimizing a

maximum-weight matching [23, 35], minimizing a maximum-reliability path [20, 22, 30], and

fragmenting a network into disconnected subgraphs satisfying a desired property [28].

Herein, we use the acronym SPNIP—shortest path network interdiction problem—to

refer broadly to the class of problems that involve interdicting a shortest path network.

We now summarize some of the studies within this class of problems, and then frame our

contributions within the SPNIP literature. Israeli and Wood [15] provide foundational math-

ematical programming models, along with supporting theory and solution techniques, for a

basic version of SPNIP in which the leader lengthens a knapsack-constrained subset of arcs

(with known arc lengths before and after interdiction) in order to maximize the length of

the resulting shortest path. The SPNIP literature has since been extended to incorporate

asymmetric information between leader and follower [3, 7], uncertainty in network topology

[13], and each player’s ability to adjust strategies while the follower is en route [27], as well

as fortification of a shortest path network against a worst-case interdiction [9]

In this paper, we derive a mathematical programming model and solution algorithms

for a variant of SPNIP that is motivated by the possibility of using deception in interdicting

an evader. Specifically, an interdiction may take any of several forms in practice: it could

correspond to a physical deployment of troops or law enforcement personnel, but it could

also represent locating a sensing device. Many of these interdictions can be concealed, which

can help attacker cause greater impact on the evader’s activities because the evader does

not know where these interdictions are located (see [26] for example). On the other hand,

attacker’s such strategies can be risky in the sense that the evader can discover the location

of some of the hidden interdictions. Our model aims to exploit the opportunity associated

with using deception tactics while controlling this risk.

As in [15], we assume directed arcs (i, j) nominally have length cij ≥ 0 but can be

extended to cij + dij (dij ≥ 0) if interdicted. Most SPNIP research assumes that the inter-

2



dictions are visible to the follower (see [11, 15, 18]), i.e., the follower observes all effective

arc lengths (after interdiction) and responds by choosing a shortest path with respect to

these lengths. This strict assumption prevents the leader from using deception to his/her

advantage and may therefore cause overly conservative solutions in the event that some form

of deception is available. We therefore consider an information-asymmetric case in which

the leader has access to more information than the follower. Specifically, we assume the

interdictions are hidden, rendering them invisible to the follower. However, if interdictions

were completely invisible to the follower, the problem would become simple (at least when

lengths cij result in a unique shortest path) because the follower’s actions do not depend on

the leader’s actions. An optimal strategy for the leader in this case is to interdict arcs with

the largest dij-values among arcs on the path of the shortest length with respect to distances

cij. This is a very risky strategy because if the follower learns about even a small number of

interdiction locations, s/he can may be able to avoid all interdictions by choosing another

path. An in-between (i.e., not too conservative, not too risky) leader’s strategy is to take a

robust approach—that is, assume the interdictions are hidden, but some information about

the interdictions will be discovered by the follower. The optimization model presented in this

paper enables using such an approach to guide the development of interdiction strategies.

Beginning with the work of Bayrak and Bailey [3], information-asymmetric variants of

interdiction problems have received some attention in the literature. These problems are

particularly difficult to solve because, in most cases, they result in generally structured (i.e.,

not necessarily min-max or max-min) bilevel programs that are not amenable to some of

the solution techniques available to information-symmetric versions. Although there are

general solution algorithms available for bilevel programs (see, e.g., the review in [14]),

efficiently solving asymmetric interdiction problems typically requires exploiting problem-

specific structure. When the follower’s problem can be formulated as a linear (or, more

generally, convex) program, a standard approach (see, e.g., [20, 26, 30]) is to formulate the

interdiction problem as a single-level mathematical program by enforcing optimality of the

follower’s response via a system of KKT constraints. Further efficiencies have been attained

by deriving problem-specific valid inequalities (see, e.g., [31]), as well as customized heuristic

[26] and/or exact [3] solution algorithms.

We now overview related work in the area of information-asymmetric network interdic-

tion. Bayrak and Bailey [3] present a model for a variant of SPNIP in which the follower

may have an inaccurate perception of the arc lengths, but the leader knows the true and

perceived arc lengths both before and after interdiction. Borrero et al. [7] examine a sequen-
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tial, information-asymmetric SPNIP in which the interdictor learns the network topology

and arc lengths by observing the follower’s response to previous interdictions.

Closely related to SPNIP is the problem of interdicting path reliability. Morton et al.

[20] posed a class of information-asymmetric problems of this type which is similar to [3]

in that the leader knows the true arc reliabilities (with and without interdictions) as well

as each follower’s perceived arc reliabilities (with and without interdictions), and seeks to

maximize the (expected) true reliability of the follower’s path when the follower chooses his

route to maximize his perceived reliability. Sullivan et al. [30, 31] derive polyhedral results

for a special case of the Morton et al. [20] models in which interdictions are restricted to fall

along a pre-defined cut-set of arcs in the network (e.g., the border of a country).

Salmerón [26] considered another information-asymmetric path reliability interdiction

problem in which a set of potential followers attempts to maximize damage caused by vehicle-

born suicide attacks whereas the leader attempts to minimize the expected damages created

by the attacker by allocating the limited interdiction assets that reduce either the actual

or perceived chance that the followers will successfully reach their intended targets. A new

feature in this model is the inclusion of deceptive interdictions (e.g., a surveillance camera

that is hidden from view of the follower, or a non-functioning surveillance camera that is

placed within view of the follower as a decoy). Salmerón [26] demonstrates that deception

tactics are effective if the follower is, in fact, fooled by the deception; however, his models

do not formally address what happens when the deception is only partially successful.

Motivated by the discussion above, our work contributes a new network interdiction

model for allocating deceptive interdiction assets in the case where some of the deployed

interdiction assets will be discovered by the follower. By contributing this model, we also

demonstrate a new modeling approach that could be used to model information asymmetry

and information sensitivity in other scenarios. We derive theoretical properties of the inner

problem of our new SPNIP model, enabling solving the interdiction problem by Benders

decomposition. We extend the supervalid inequalities derived by Israeli and Wood [15] to

the case of our problem and perform computational results to demonstrate solution insight

as well as the effectiveness of our solution approach.

Towards modeling the robust interdiction problem, we introduce a third player, the

informant, who has full knowledge of the network components but is willing to reveal only a

limited amount of information to the follower to assist in path selection. The informant aims

to help the follower as much as possible given a restriction on the amount of information

to be shared. The informant represents the transparency level of the leader’s decisions, and
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therefore, does not necessarily represent an individual. In our problem, the follower initially

does not have information about the true arc lengths (i.e., the d-values). However, the

informant may share some of the true arc lengths with the follower, which results in data

uncertainty in the leader’s problem (in the sense that the leader does not have full awareness

of which of the true arc lengths will be known by the follower). Our modeling approach

is motivated by studies that have examined data uncertainty in optimization problems,

which can result in infeasibility or a reduction in solution quality if the perceived data

values are different from the actual values (see [4, 5, 6, 37]). Soyster [29] introduced a

linear optimization problem whose solution is feasible to all data values within a convex set.

Ben-Tal and Nemirovski [4] develop foundational methodology for solving “robust linear

programs” in which constraints must be satisfied for all data realizations within a prescribed

uncertainty set. Bertsimas and Sim [6] develop a new linear robust formulation in which

the solution will remain feasible if no more than a certain number of constraint coefficients

change for a particular constraint. Poss [24] extends the work in Bertsimas and Sim [6] to a

decision-dependent uncertainty budget, and Nohadani and Sharma [21] study a robust linear

optimization problem with decision-dependent parameter uncertainty. Our model can also

be viewed (as in [21]) in the vein of robust optimization with decision-dependent uncertainty;

however, our model is novel in the sense that it is adversarial. That is, the interdictor is

attempting to induce, and not reduce, uncertainty.

In what follows, we use decision variables x to represent interdiction locations, y to

represent information shared by the informant, and z to represent the follower’s choice of

path. In the following section, we introduce the Follower (F) problem that minimizes the

follower’s perceived path length given fixed y-values, the Informant-Follower (IF) problem

given fixed x-values which information to share with the follower in order to minimize the

actual length of the follower’s chosen path, and the Leader-Informant-Follower (LIF) prob-

lem, in which the leader lengthens some arcs to maximize the resulting IF objective. In

Section 2, we present a MILP formulation for IF. Section 3 presents the Benders decompo-

sition approach and supervalid inequalities used to solve LIF. Section 4 discusses the results

of the computational experiments, and Section 5 concludes.

2 Model Description

Consider a directed network G = (N ,A) with node set N = {1, ..., n} and arc set A. Each

arc (i, j) has nominal length cij ∈ Z+, which becomes cij + dij (dij ∈ Z+) if interdicted. The

decision variable xij equals 1 if arc (i, j) ∈ A is interdicted by the leader, and 0 otherwise.
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Thus, for fixed x = x̂, the true length of an arc (i, j) ∈ A is cij + dijx̂ij.

We define the decision variable, zij, which equals 1 if arc (i, j) ∈ A is traversed by

the follower, and 0 otherwise. The informant decides for each arc (i, j) ∈ A the amount of

information to be shared with the follower, represented by yij where 0 ≤ yij ≤ dijx̂ij and yij

is integer. Sharing yij units of information about arc (i, j) ∈ A causes the perceived length

of arc (i, j) to change from its nominal length cij to cij + yij. Thus, yij = 0, ∀(i, j) ∈ A,

corresponds to the case where the follower has no information about the interdictions (i.e.,

the follower finds a shortest path assuming all arcs are at their nominal lengths) whereas

yij = dijx̂ij, ∀(i, j) ∈ A, indicates that the follower has fully realized the effect of all

interdictions and finds a shortest path according to the true (interdicted) arc lengths.

Throughout this paper, we organize our notation for convenience of exposition. Lower-

case, bold notation (e.g., x, y, z) is used to denote vectors. Vectors 0 and 1 respectively

denote the |A|-vector in which every component is 0 and the |A|-vector in which every

component is 1. All vectors are of dimension |A|, with the exception of u, e1, and en,

which are |N |-dimensional. Capital letters (e.g., N) will be used to refer to matrices whose

dimensions are clear from context. Given a vector v of k elements, diag(v) is the k × k

diagonal matrix obtained by taking v as the elements of the matrix diagonal and setting

all other elements of the matrix equal to zero. (Thus, 0 ≤ y ≤ diag(d)x̂ represents the

constraint set 0 ≤ yij ≤ dijx̂ij, ∀(i, j) ∈ A.) Script letters (e.g., N , A, P) are used to refer

to sets. Given an arc subset A′ ⊆ A, we use the notation c(A′) and d(A′), respectively, to

refer to
∑

(i,j)∈A′ cij and
∑

(i,j)∈A′ dij.

2.1 Follower’s Problem

For fixed y = ŷ, the follower finds a shortest 1–n path with respect to perceived arc lengths

cij + ŷij. We model the follower’s problem F(ŷ) as

[F(ŷ)] : min
z

(c + ŷ)Tz, (1a)

s.t. Nz = e1 − en, (1b)

z ≥ 0, (1c)

whereN is the node-arc adjacency matrix, ei, i ∈ {1, n}, is the n-vector with a one in position

i and zeros elsewhere. We assume without loss of generality that node 1 is the source node and

node n is the destination node. In model (1), constraints (1b) and (1c) respectively enforce

flow balance and nonnegativity, and (1a) minimizes the perceived length of the follower’s
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traversed path, which is always nonnegative because c ≥ 0 and y ≥ 0. Henceforth, we use

the notation Z ≡ {z : Nz = e1 − en, z ≥ 0} to refer to the feasible region of model (1).

In what follows, it will become necessary to replace Z in model with Z ≡ Z ∩ {0, 1}n,

which is justified due to total unimodularity of N . Solving min{(c+ ŷ)Tz : z ∈ Z} therefore

yields (after possibly eliminating arcs forming zero-length cycles) a solution ẑ giving rise to

a shortest path P = {(i, j) ∈ A : ẑij = 1} with respect to lengths c + ŷ. In such a case we

refer to ẑ as a perceived shortest path with respect to ŷ. (Thus, we refer to the binary vector

ẑ itself as a path even though a path is more properly defined as a subset of arcs.)

The dual of model (1) is given by

max
u

(e1 − en)Tu, (2a)

s.t. NTu ≤ c + ŷ, (2b)

where u is the n-vector of dual variables associated with the flow balance constraints (1b).

Models (1)–(2) will be used in the following subsection to formulate the IF problem.

2.2 Informant’s Problem

Given interdiction vector x̂ ∈ {0, 1}|A|, the informant’s problem is to determine what in-

formation to release to the follower in such a way that when the follower computes his/her

shortest path with perceived information, then s/he ends up with a path whose actual length

is as small as possible.

[IF(x̂)]: min
y,z

(c + diag(d)x̂)T z, (3a)

s.t. y ∈ Y , (3b)

y ≤ diag(d)x̂ (3c)

z is optimal for model (1) given y, (3d)

where Y ≡ {y :
∑

(i,j)∈A yij ≤ r, 0 ≤ y ≤ d, y integer}. Constraint (3b) allows no more

than r units of information to be revealed to the follower, (3c) ensures that information is

shared only for interdicted arcs, (3d) ensures z is a perceived shortest path with respect to y,

and objective function (3a) represents the actual length of the path traversed by the follower.

Thus, the informant is seeking to minimize the actual length of the follower’s chosen path

by changing the follower’s perceived arc lengths. We now prove a result for model (3) that
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will be helpful in developing a usable mathematical programming equivalent.

Theorem 1. Model (3) has an optimal solution in which yTz = 0. That is, there exists

an optimal solution in which the informant’s resources are used only on arcs that are not

traversed by the follower.

Proof. Total unimodularity of model (1) guarantees existence of an optimal solution (y?, z?)

to model (3) in which z? is binary-valued. Define ȳ ≡ diag(1−z?)y?. Note that 0 ≤ ȳ ≤ y?,

and therefore ȳ satisfies constraints (3b)–(3c).

We now demonstrate that (ȳ, z?) also satisfies constraint (3d), i.e., z? is a perceived

shortest path with respect to ȳ. Towards this end, let P? = {(i, j) ∈ A : z?ij = 1}. Let P be

any 1-n path. Because (y?, z?) satisfies (3d), we have

c(P?) + y?(P?) ≤ c(P) + y?(P), (4)

which implies

c(P? \ P) + y?(P? \ P) ≤ c(P \ P?) + y?(P \ P?). (5)

However, because ȳij = y?ij, (i, j) ∈ P \ P?, and ȳij ≤ y?ij, (i, j) ∈ P? \ P , this implies

c(P? \ P) + ȳ(P? \ P) ≤ c(P \ P?) + ȳ(P \ P?), (6)

which, upon adding c(P? ∩ P) + ȳ(P? ∩ P) to both sides, proves that (ȳ, z?) satisfies con-

straint (3d) and is feasible to model (3). Moreover, (ȳ, z?) has the same objective value in

model (3) as (y?, z?) and is therefore optimal.

We construct the following single-level IF formulation by replacing (3d) with the primal

feasibility, dual feasibility, and strong duality conditions of model (1).

[IF(x̂)]: min
u,y,z

(c + diag(d)x̂)Tz, (7a)

s.t. y ∈ Y , (7b)

y ≤ diag(d)x̂, (7c)

z ∈ Z, (7d)

NTu ≤ c + y, (7e)

(c + y)Tz = (e1 − en)Tu. (7f)

8



Constraint (7f) contains the term yTz, which makes the formulation nonlinear. (It is for

this reason that we opted for the representation of model (7) that uses the binary set

Z rather than the continuous set Z. This substitution will be useful in linearizing the

model.) Noting Theorem 1, we replace upper-bounding constraints y ≤ diag(d)x̂ with

y ≤ diag(d)diag(x̂)(1 − z) in model (7) to eliminate solutions with yijzij > 0 for some

(i, j) ∈ A. This allows us to substitute yTz = 0 in model (7) to obtain the linearized model

[IF(x̂)]: min
u,y,z

(c + diag(d)x̂)Tz, (8a)

s.t. y ∈ Y , (8b)

y ≤ diag(d)diag(x̂)(1− z), (8c)

z ∈ Z, (8d)

NTu ≤ c + y, (8e)

cTz = (e1 − en)Tu. (8f)

Remark 1. In models (7)–(8), we consider the case where the informant can reveal partial

information about the true length of an arc (i.e., values 0 < yij < dijx̂ij may be feasible).

These models can be extended as follows to the case in which the informant shares full

information about the true length of an arc: Define new binary decision variables λij, which

become 1 if the informant shares information about arc (i, j) ∈ A, and 0 otherwise; then

remove the constraint
∑

(i,j)∈A yij ≤ r and add the constraints 1Tλ ≤ r and y = diag(d)λ.

The MILP formulation (8) can be solved optimally by using a solver such as CPLEX;

however, the fact that x̂ appears in the constraints of (8) causes challenges in extending

this model (i.e., in the vein of Benders decomposition) into an exact solution approach

for LIF. We therefore prove equivalence of an alternative formulation in which we replace

constraints (8c) by y ≤ diag(d)(1−z) and penalize violation of y ≤ diag(d)x̂ in the objective.

The equivalent model is given as

[IF(x̂)]: min
u,y,z

(c + diag(d)x̂)Tz +m(1− x̂)Ty, (9a)

s.t. y ∈ Y , (9b)

y ≤ diag(d)(1− z), (9c)

z ∈ Z, (9d)

NTu ≤ c + y, (9e)

cTz = (e1 − en)Tu, (9f)
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where m > 0 is a constant used to penalize each unit of violation of y ≤ diag(d)x̂. Theorem 2

establishes conditions on m for models (8) and (9) to have the same optimal objective values.

Theorem 2. Let z0 be an optimal solution for F(0), i.e., model (1) corresponding to y = 0.

Then model (9) has the same optimal objective value as model (8) for m > dTz0 and is

therefore a valid formulation of IF(x̂).

Proof. Let f(x̂) and f ′(x̂) respectively denote the optimal objective value to model (8) and

model (9). It is clear that f(x̂) ≥ f ′(x̂): An optimal solution (u?,y?, z?) to model (8) is a

feasible solution to model (9), and this solution has the same objective value in both models

because (1− x̂)Ty? = 0 by constraint (8c).

We now demonstrate that f ′(x̂) ≥ f(x̂) by proving existence of an optimal solution to

model (9) in which (1− x̂)Ty = 0. Let (u?,y?, z?) denote an optimal solution to model (9).

If y?T (1− x̂) ≥ 1, we have

f ′(x̂) = (c + diag(d)x̂)Tz? +m(1− x̂)Ty?, (10a)

≥ cTz? +m, (10b)

> cTz0 + dTz0, (10c)

where (10b) follows because d ≥ 0 and y?T (1 − x̂) ≥ 1 and (10c) holds because z0 is a

perceived shortest path with respect to y = 0 and due to the definition of m. However, this

is a contradiction because it fails to improve upon the objective yielded by y = 0 and z = z0.

Thus, because y? is integer, we must have (1− x̂)Ty? = 0. Hence, (u?,y?, z?) is feasible to

model (8) with the same objective value in both models, yielding f ′(x̂) ≥ f(x̂).

2.3 Leader-Informant-Follower Problem

The overall problem includes the leader who decides which arcs to be interdicted that is

represented by xij decision variables. That is, in LIF we need to solve f ? ≡ max
x∈X

f(x) where

f(x) is the optimal value of IF(x) and X =
{
x :

∑
(i,j)∈A xij ≤ b; xij ∈ {0, 1} , ∀(i, j) ∈ A

}
.

Some immediate properties of LIF are summarized in the following remarks.

Remark 2. If r is large enough, setting y = diag(d)x̂ is optimal for IF because it allows

the follower to find a shortest path with respect to the true interdicted arc lengths. Hence,

the result is a model that is equivalent to the basic SPNIP model in [15].

Remark 3. Because increasing r relaxes IF(x̂) and increasing b relaxes LIF, we have that

(i) f ? is nondecreasing in b when r is fixed and (ii) f ? is nonincreasing in r when b is fixed.
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Because the inner problem in LIF (i.e., computing f(x) for given x ∈ X ) has binary z

in model (8), the standard technique of employing a dual (e.g., as in [3, 15]) over the inner

problem to convert the interdiction problem to a single-level formulation fails. As a result,

there are significant challenges associated with solving this problem directly, and we hence

develop a Benders decomposition approach in the following section. We first illustrate the

LIF problem via a small example that can be solved via enumeration.

The network given in Figure 1(a) consists of 25 nodes and 60 arcs, in which node 0 is

the source node and node 24 is the sink node. We illustrate the tradeoffs modeled by LIF

by solving the instance sequentially for different r-values when b = 3. When r = 0, the

optimal objective value is f ? = 73, and the optimal solution is depicted in Figure 1(a). The

dashed arcs represent the interdicted arcs, thick black arcs represent the follower’s path,

and arcs (i, j) ∈ A labeled as (cij, dij : yij) represent the shared arcs with the follower.

In this instance, arcs (0, 9), (9, 10), and (10, 19) are interdicted, and the follower traverses

0–9–10–19–24. In this case, the follower has no information about the effect of interdictions

(as r = 0), which causes leader to apply a risky strategy by placing the interdictions on the

path that appears shortest when no interdictions are present.

Figure 1(b) illustrates the solution when r = 4, in which f ? = 45. Arcs (0, 9), (2, 3), and

(10, 19) are interdicted, and the follower traverses 0–1–2–3–4–21–24. The informant shares

information about the true length of arcs (0, 9) and (10, 19) with the follower. We observe

that the leader’s interdiction strategy is more conservative than with r = 0 because some of

the invisible interdictions are visible to follower. Thus, one interdiction is not placed on the

original network’s shortest path. Also, the follower does not follow the original network’s

shortest path as s/he knows that some of the arcs on this path are interdicted.

Figure 1(c) depicts the solution with an optimal value of f ? = 38 when r = 6. In this

instance, arcs (2, 3), (9, 10), and (10, 19) are interdicted, and the follower traverses 0–9–10–

3–4–21–24. The informant shares information about interdicted arcs (2, 3) and (10, 19) with

the follower. Because the follower is more powerful (i.e., has access to more information),

the leader’s strategy is even more conservative and the LIF objective decreases again.

Figure 1(d), the instance corresponding to r = 13 yields f ? = 28. In this instance,

arcs (0, 1), (0, 9), and (0, 11) are interdicted, and the follower traverses 0–9–10–19–24. The

informant shares information about the true length of arcs (0, 1) and (0, 11) with the follower.

In this case, the interdicted arcs form a source-sink cut, meaning the follower has no option

but to traverse an interdicted arc.

This example demonstrates how parameter r facilitates selection of a robust strategy.
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Figure 1: Example instance with (a) r = 0, optimal objective value f ? = 73; (b) r = 4,
f ? = 45; (c) r = 6, f ? = 38; (d) r = 13, f ? = 28. Labels on arc (i, j) are of the form (cij, dij)
if yij = 0 and (cij, dij : yij) if yij > 0.
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By selecting the value of r appropriately, the leader’s interdiction strategy is neither overly

risky nor overly conservative. Note that as r increases, the interdiction placements shift

away from the original shortest path (a risky strategy) and towards forming a source-sink

cut (a conservative strategy).

3 Benders Decomposition Algorithm

We now develop an initial solution approach based upon a direct application of Benders

decomposition. Letting U ≡ {(u,y, z) : constraints (9b)–(9f)}, LIF can be formulated as

max
x∈X

min
(u,y,z)∈U

(c + diag(d)x)Tz +m(1− x)Ty, (11)

which is naturally reformulated in Benders form as

max
γ,x

γ (12a)

s.t. γ ≤ (c + diag(d)x)T ẑ +m(1− x)T ŷ, ∀(û, ŷ, ẑ) ∈ U , (12b)

x ∈ X . (12c)

This leads to the following Benders decomposition algorithm for LIF: (i) Solve an outer

approximation of model (12) in which U is replaced by a finite subset U ⊆ U ; (ii) using the

obtained optimal solution x̂ for the outer approximation, attempt to find (u?,y?, z?) ∈ U to

cut off x̂ by solving IF(x̂), i.e., model (9); (iii) if the attempt to cut off x̂ was successful,

add (u?,y?, z?) to U and return to (i), otherwise terminate with optimal solution x̂.

Unfortunately, the presence of m in the Benders cuts (12b) can cause the linear relax-

ation of (12) to be weak. Thus, there are at least two sources of difficulty in solving LIF by

this approach: (i) solving (12) may require significant branching, and (ii) identifying new cuts

requires solving IF(x̂), which is a MILP. Although (ii) seems troubling, our computational

experience suggests that we can usually solve IF within a few seconds. Motivated by this

experience, we dedicated significant effort to investigate whether IF is, in fact, polynomially

solvable (thus opening the possibility of an LP formulation for IF). This question remains

open; however, we have derived “supervalid inequalities” (by extending the results of Israeli

and Wood [15]) that are helpful in addressing the difficulty created by (i).

A supervalid inequality (SVI) is an inequality that may eliminate feasible solutions to

an optimization problem but will never eliminate all optimal solutions unless an optimal

solution has already been found. We now prove supervalidity of an inequality that results
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upon finding that (û, ŷ, ẑ) is an optimal solution to IF(x̂). In this case, let z = diag(x̂)ẑ,

z = diag(1− x̂)ẑ, y = diag(x̂)ŷ, and y = diag(1− x̂)ŷ. For two |A|-vectors v and w, define

min{v,w} as the |A|-vector consisting of components min{vij, wij}, (i, j) ∈ A. The SVI is

then given as

xT min{1, diag(d)z}+ (1− x)T min{1,my} ≥ 1. (13)

Theorem 3. If (û, ŷ, ẑ) is an optimal solution to IF(x̂) with objective value γ̂, then inequal-

ity (13) is supervalid for (12).

Proof. Let (γ?,x?) be optimal for model (12). Because the Benders cut γ ≤ (c+diag(d)x)T ẑ+

m(1− x)T ŷ is valid for (12),

γ? ≤ cT ẑ + x?Tdiag(d)ẑ +m(1− x?)T ŷ, (14a)

= (γ̂ − x̂Tdiag(d)ẑ−m(1− x̂)T ŷ) + x?Tdiag(d)ẑ +m(1− x?)T ŷ, (14b)

= (γ̂ − 1Tdiag(d)z−m1Ty) + x?Tdiag(d)(z + z) +m(1− x?)T (y + y), (14c)

= γ̂ + (x? − 1)Tdiag(d)z + x?Tdiag(d)z +m(1− x?)Ty +m((1− x?)− 1)Ty,

(14d)

≤ γ̂ + x?Tdiag(d)z +m(1− x?)Ty, (14e)

where (14b) derives from γ̂ = cT ẑ+x̂Tdiag(d)ẑ+m(1−x̂)T ŷ; (14c) holds due to the definition

of y, y, z, and z; inequality (14d) regroups terms; and (14e) holds because 0 ≤ x? ≤ 1.

Noting that the objective value is integral, if x̂ is not an optimal solution for (12), then

1 ≤ γ? − γ̂. (15)

Adding (15) to (14e) and cancelling γ? and γ̂ yields that x? satisfies

xTdiag(d)z +m(1− x)Ty ≥ 1, (16)

which is therefore supervalid for (12). Because x is binary, coefficients on xij and (1 − xij)
that are greater than one can be reduced to one, yielding that the tightened inequality (13)

is also supervalid.

Remark 4. In solving LIF via Benders decomposition, we can always generate an integer

optimal solution (û, ŷ, ẑ) to IF(x̂). If we do this, the SVI (13) has binary coefficients,

yielding the following interpretation: In order to improve upon solution x̂, we must either
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(condition 1) interdict an arc (i, j) that was not interdicted in x̂ but appeared on the follower’s

path ẑ or (condition 2) choose not to interdict an arc (i, j) for which the informant shared

information under ŷ. By comparison, the SVIs of Israeli and Wood [15]—derived for the

information symmetric analog of LIF—assert that improving upon solution x̂ necessitates

condition 1 instead of the less restrictive “condition 1 or condition 2.” 2

We now prove some additional conditions under which the SVI (13) can be strengthened.

Corollary 1. Suppose we have previously added an SVI of the form (13) with respect to

an incumbent solution x̂ with objective value γ̂, and suppose a new incumbent x̃ has been

identified with objective value γ̃ > γ̂. Define δ = γ̃ − γ̂. Then SVI (13) can be tightened to

xT min{(δ + 1)1, diag(d)z}+ (1− x)T min{(δ + 1)1,my} ≥ δ + 1. (17)

Proof. Let (γ?,x?) be optimal for model (12). We demonstrate that if x? is to improve upon

the incumbent x̃ (i.e., γ? > γ̃), then x? must satisfy (17). In the proof of Theorem 3, (15)

can now be strengthened to 1 + δ ≤ γ?− γ̂, where δ = γ̃− γ̂. Adding this inequality to (14e)

now proves that x? must satisfy

xTdiag(d)z +m(1− x)Ty ≥ δ + 1, (18)

As before, coefficients in excess of the right-hand-side value of δ+ 1 can be reduced to δ+ 1,

yielding that (17) is supervalid.

The SVIs (13) and (17) are implemented within the Benders decomposition framework

as follows. One new SVI (13) or SVI (17) is added in each iteration corresponding to the

obtained solution x̂ to the outer approximation to model (12), where δ in (17) is set equal to

the incumbent objective value at the time the SVI is added. Then, whenever a new incumbent

is identified, the x- and y-coefficients of all previously added SVI (17) are updated using δ

equal to the new incumbent objective value.

4 Computational Results

In this section, we test our algorithms on two different network types. We first generate three

different grid network setups: We generate k×k grid networks where k ∈ {5, 10, 25}, respec-

tively having |A| ∈ {60, 268, 823}. The source and sink nodes are represented by the nodes

that are in the center of the left-hand side and the right-hand side of the grid, respectively.
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Each node has outgoing arcs into the nodes directly above, below, and to the right of itself

(see Figure 1 for an illustration). We assume that all arcs are interdictable. For each network

setup, we generate five different data sets. The parameters cij, (i, j) ∈ A, are independently

generated according to a discrete uniform distribution over the range {1, 2, . . . , 15}, and

dij, (i, j) ∈ A, are independently generated according to a discrete uniform distribution over

the range {1, . . . , p} where p ∈ {3, 10, 15}. We also test our algorithms using the acyclic

networks provided in [27]. There are five different network sizes that have 10, 20, 30, 40, and

50 nodes. They are generated utilizing three different sparsity measures in the node-node

adjacency matrix where the sparsity level represents the percentage of nonexistent arcs. The

number of arcs in the network varies by the sparsity level. For example, the 30-node in-

stances have 210, 420, or 630 arcs corresponding to sparsity levels 0.75, 0.5, and 0.25; the

50-node instances have 600, 1200, or 1800 arcs respectively corresponding to sparsity levels

0.75, 0.5, and 0.25. We test our algorithms on both the 30- and 50-node instances with

varying sparsity levels.

We solve the LIF problem instances using three approaches. The first one includes only

the Benders cut, the second one uses the Benders cut as well as SVI (13), and the last

one has the Benders cut and SVI (17). We set the runtime limit to three hours and solve

our instances on Arkansas High Performance Computing Center equipped with dual socket

Intel Xeon X5670 CPUs nodes with 24 gigabytes memory using CPLEX 12.4. In the next

subsection, we present the results for the grid networks.

4.1 Analysis on Grid Networks

Table 1, Table 2, and Table 3 summarize the computational results for the 60-, 268-, and

823-arc instances with p = 3 (i.e., d∼u(1, 3)). If the algorithm solves all five instances within

the runtime limit, we provide the average solution time in seconds; otherwise, we report the

average optimality gap.

The results in Table 1 demonstrate the effectiveness of SVI (17) compared to using

only the Benders cut for the 60-arc instances. For each (b, r)-pair, the runtimes of the

basic Benders decomposition (i.e., without the SVIs) are longer than the runtimes when the

Benders decomposition is enhanced with SVI (17). In the 268-arc instances (see Table 2),

the basic Benders finds an optimal solution in 75% of the instances whereas adding SVI (17)

enables finding an optimal solution for all of the instances.

According to Table 3, the optimality gaps increase as r and b increase. Moreover, the

LIF becomes “harder” as b increases up to a certain point, and then it becomes “less hard.”
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Table 1: Average runtimes (in seconds) for the 60-arc instances with d∼u(1, 3).

b r
Only

Benders

Benders
and SVI

(13)

Benders
and SVI

(17)

8 4 0.669 0.669 0.206
8 6 0.837 0.760 0.208
8 10 1.070 0.872 0.214
8 20 1.087 0.890 0.216
8 30 1.112 0.891 0.213
8 40 1.089 0.845 0.218

15 4 0.426 0.379 0.289
15 6 0.565 0.349 0.279
15 10 1.053 0.901 0.208
15 20 0.855 0.695 0.208
15 30 19.640 5.246 0.215
15 40 19.700 5.295 0.208

30 4 0.149 0.410 0.162
30 6 0.256 0.517 0.161
30 10 0.369 0.515 0.152
30 20 0.369 0.525 0.140
30 30 0.368 0.524 0.158
30 40 0.332 0.543 0.155

40 4 0.293 0.397 0.157
40 6 0.174 0.175 0.165
40 10 0.384 0.583 0.155
40 20 0.348 0.527 0.160
40 30 0.336 0.528 0.152
40 40 0.340 0.574 0.148
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Table 2: Average runtimes (in seconds) for the 268-arc instances with d∼u(1, 3). We report
the average percent optimality gap after three hours (instead of time) if at least one instance
is not solved within that time.

b r
Only

Benders

Benders
and SVI

(13)

Benders
and SVI

(17)

8 6 117.60 45.51 46.07
8 10 180.00 64.99 65.71
8 20 164.80 71.05 66.29
8 30 164.80 71.94 66.81
8 40 164.80 71.36 66.33

15 6 213.00 96.71 114.51
15 10 887.20 443.61 572.65
15 20 1193.60 703.10 1076.20
15 30 1248.40 680.71 1126.10
15 40 1295.20 824.86 1168.70

30 6 136.40 90.96 12.73
30 10 1659.60 0.59% 51.87
30 20 2.27% 3.01% 512.04
30 30 2.45% 3.01% 398.78
30 40 2.45% 3.01% 752.83

40 6 125.40 35.89 9.22
40 10 0.39% 2338.90 29.96
40 20 2.26% 2.63% 44.63
40 30 2.47% 3.02% 49.92
40 40 2.65% 3.21% 49.68
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Table 3: Average runtimes (in seconds) for the 823-arc instances with d∼u(1, 3). We report
the average percent optimality gap after three hours (instead of time) if at least one instance
is not solved within that time.

b r
Only

Benders

Benders
and SVI

(13)

Benders
and SVI

(17)

8 6 92.60 142.43 149.84
8 10 396.20 792.41 1124.70
8 20 1.07% 1.07% 1.07%
8 30 1.07% 1.07% 1.07%
8 40 1.07% 1.20% 1.07%

15 6 186.80 439.90 446.84
15 10 1.19% 2.99% 3.33%
15 20 8.11% 7.98% 8.09%
15 30 8.68% 8.64% 8.41%
15 40 8.79% 8.52% 8.41%

30 6 50.00 134.21 121.32
30 10 1.33% 1.44% 1.33%
30 20 11.29% 11.24% 11.68%
30 30 13.09% 13.60% 13.29%
30 40 13.38% 13.47% 13.47%

40 6 28.20 80.76 91.53
40 10 0.44% 0.54% 0.44%
40 20 9.91% 10.30% 10.04%
40 30 12.15% 12.36% 12.55%
40 40 12.82% 12.94% 13.14%
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Table 4: Average runtimes (in seconds) for the master problem for the 823-arc instances
with d∼u(1, 3).

b r Only Benders (sec)
Benders and SVI (13)

(sec)
Benders and SVI (17)

(sec)

8 20 2.15 2.73 2.36
8 30 2.10 2.62 2.32
15 10 1.89 2.56 2.08
30 20 2.23 2.86 2.73
30 30 2.27 2.73 2.71
40 30 1.69 2.03 2.03
40 40 1.55 1.95 1.69

This is because when b = 0 or b = |A|, the interdiction decisions are simple. However, as b

increases from 0, the number of budget-exhausting feasible interdiction decisions increases,

and the problem becomes harder. As b approaches |A|, this number decreases and the

problem then becomes less hard. For example, in Table 3, when r = 10 and b = 8, the basic

Benders decomposition can find the optimal solution in 396.2 seconds; when r = 10, b = 15,

the algorithm stops with an optimality gap of 1.19%; when b = 30, the gap increases to

1.33% at the end of the runtime limit; when b = 40, this gap goes down to 0.44%.

Based on the results in Table 3 for the 823-arc instances, there are instances for which

the addition of the SVIs does not improve the performance of the algorithm. A reason for

this is that the solution time of the master problem increases when we add the SVIs for some

instances (see Table 4 for the 823-arc instances). This causes the algorithm including the

SVIs to perform fewer iterations within a certain amount of time. Table 4 lists the average

runtimes of the master problems for various b- and r-values. To better examine the benefit

of adding the SVIs, we compare the optimality gaps at the end of iteration 1000 for the

instances in which the SVIs do not improve the optimality gaps. The results in Table 5

indicate the improvements upon adding the SVIs.

We then analyze the instances with larger d-values (i.e., d∼u(1, 10) and d∼u(1, 15)).

The average runtimes and the optimality gaps are presented in Table 6 and Table 7 for the

268- and 823-arc instances, respectively. We also list the optimality gaps at the end of the

1000-th iteration for a sample of instances (see Table 8 and Table 9). The results indicate that

enhancing Benders decomposition with SVI (17) results in identifying an optimal solution

quicker in most cases for the 268-arc instances if the algorithm stops with an optimal solution.

We do not observe this relationship for the 823-arc instances, however (see Table 7). In

the 268-arc instances with d∼u(1, 10), SVI (17) performs well for small and large b-values;
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Table 5: Average optimality gaps for 823-arc instances at the end of the 1000-th iteration
for the instances with d∼u(1, 3).

b r Only Benders (sec)
Benders and SVI (13)

(sec)
Benders and SVI (17)

(sec)

30 20 12.67% 12.22% 12.37%
30 30 14.18% 14.29% 13.99%
30 40 14.77% 14.47% 14.39%
40 20 12.17% 12.95% 12.11%
40 30 12.93% 13.07% 13.23%
40 40 13.62% 13.55% 14.05%

however, the basic Benders performs better for moderate b-values. The optimality gaps at

the end of iteration 1000 also follow this pattern (see Table 8). However, the basic Benders

method performs slightly better in most cases for d∼u(1, 15) compared to SVI (17), both

upon termination due to the runtime limit and at the end of iteration 1000 (see Table 7 and

Table 9). These results point out that the SVIs tend to be less effective for large d-values.

Furthermore, large b-values also reduce the performance of the SVIs. A reason is that the

corresponding x-variable of the arcs whose information were shared have negative coefficients

in our SVIs. By not interdicting at least one such arc, the SVIs are satisfied. Because large

d- and b-values are more likely to result in more arcs with positive y-variables in the optimal

solution, the performance of the SVIs slightly declines. A solution to this could be to develop

enhanced cuts that can overcome these difficulties. We defer this analysis to future work.

4.2 Analysis on Acyclic Graphs

In this subsection, we solve 30- and 50-node instances from [27] using (b, r)-combinations sim-

ilar to the grid networks. Tables 10–11 summarize the average runtimes and the optimality

gaps across the five instances for each network size.
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Table 6: Average runtimes (in seconds) for the 268-arc instances for d∼u(1, 10) and
d∼u(1, 15). We report the average percent optimality gap after three hours (instead of
time) if at least one instance is not solved within that time.

d∼u(1, 10) d∼u(1, 15)

b r
Only

Benders

Benders
and SVI

(13)

Benders
and SVI

(17)

Only
Benders

Benders
and SVI

(13)

Benders
and SVI

(17)

8 6 72.80 47.34 35.55 42.60 21.27 17.12
8 10 117.20 77.60 69.25 53.60 46.49 44.56
8 20 263.20 144.72 139.76 303.20 128.96 156.68
8 30 319.00 169.38 150.48 694.80 538.20 604.21
8 40 315.80 157.01 157.17 1102.60 1804.06 1905.16

15 6 57.40 40.71 29.22 38.20 17.52 18.64
15 10 97.60 56.10 48.69 44.80 36.61 35.32
15 20 2.54% 2.52% 2.50% 851.60 809.91 692.94
15 30 3.43% 4.02% 4.66% 3.25% 5.92% 5.88%
15 40 5.01% 6.21% 5.92% 10.25% 10.38% 12.28%

30 6 21.40 27.38 14.64 18.60 21.15 8.63
30 10 38.40 44.58 27.10 28.60 36.96 33.30
30 20 1.34% 1440.60 1781.66 242.40 109.51 127.58
30 30 9.78% 15.41% 13.06% 1.95% 3.27% 2.17%
30 40 16.04% 17.31% 16.90% 19.49% 19.78% 20.50%

40 6 14.00 20.44 15.91 15.80 15.42 10.20
40 10 33.20 35.90 32.27 25.60 24.12 22.71
40 20 846.20 1579.26 2443.26 136.20 79.21 76.63
40 30 13.15% 14.06% 12.75% 2228.80 2830.67 4327.50
40 40 15.04% 14.91% 14.07% 14.10% 14.97% 15.90%
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Table 7: Average runtimes (in seconds) for the 823-arc instances for d∼u(1, 10) and
d∼u(1, 15). We report the average percent optimality gap after three hours (instead of
time) if at least one instance is not solved within that time.

d∼u(1, 10) d∼u(1, 15)

b r
Only

Benders

Benders
and SVI

(13)

Benders
and SVI

(17)

Only
Benders

Benders
and SVI

(13)

Benders
and SVI

(17)

8 6 78.80 118.99 120.30 99.80 188.08 175.59
8 10 382.40 1857.56 1328.29 362.20 1013.98 1021.37
8 20 8.56% 9.05% 8.83% 12.44% 14.36% 13.86%
8 30 10.57% 11.17% 11.41% 18.87% 22.60% 22.77%
8 40 11.23% 11.54% 11.77% 22.23% 24.00% 24.27%

15 6 88.60 169.61 177.37 75.20 209.25 215.68
15 10 474.80 3144.94 2864.22 413.20 1738.65 1926.22
15 20 24.99% 24.90% 25.65% 31.06% 33.29% 32.40%
15 30 31.31% 31.55% 31.72% 40.23% 40.67% 40.75%
15 40 33.24% 33.31% 33.06% 42.43% 42.80% 42.91%

30 6 59.20 175.63 170.67 51.20 163.01 164.99
30 10 273.80 2631.11 2835.84 266.00 1342.16 2588.65
30 20 20.12% 22.08% 22.67% 26.43% 27.34% 27.59%
30 30 29.97% 31.23% 30.77% 35.42% 38.08% 38.56%
30 40 33.83% 34.37% 34.47% 43.77% 44.88% 44.14%

40 6 35.80 128.27 121.48 37.00 141.72 141.70
40 10 196.20 2073.11 1597.07 163.20 906.97 1241.10
40 20 16.23% 17.92% 19.83% 21.20% 22.18% 22.99%
40 30 27.27% 27.64% 29.16% 35.29% 35.36% 34.50%
40 40 31.94% 32.49% 33.38% 42.06% 40.67% 42.34%

Table 8: Average optimality gaps for 268-arc instances at the end of the 1000-th iteration
for d∼u(1, 10) and d∼u(1, 15).

d∼u(1, 10) d∼u(1, 15)

b r
Only

Benders

Benders
and SVI

(13)

Benders
and SVI

(17)

Only
Benders

Benders
and SVI

(13)

Benders
and SVI

(17)

15 30 17.16% 15.38% 14.97% 22.51% 21.09% 21.83%
15 40 17.29% 16.46% 16.36% 23.69% 23.34% 24.16%
30 30 17.11% 18.41% 17.22% 17.11% 14.23% 18.60%
30 40 18.67% 19.52% 19.02% 24.48% 25.09% 23.88%
40 40 17.48% 16.61% 14.87% 18.08% 18.44% 18.54%
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Table 9: Average optimality gaps for 823-arc instances at the end of the 1000-th iteration
(d∼u(1, 10) and d∼u(1, 15)).

d∼u(1, 10) d∼u(1, 15)

b r
Only

Benders

Benders
and SVI

(13)

Benders
and SVI

(17)

Only
Benders

Benders
and SVI

(13)

Benders
and SVI

(17)

8 20 15.28% 15.08% 15.08% 26.18% 26.10% 25.86%
8 30 17.94% 17.64% 17.31% 26.16% 25.91% 25.28%
8 40 18.45% 18.25% 18.25% 25.71% 25.82% 25.14%
15 20 29.90% 29.84% 29.84% 37.30% 39.07% 38.30%
15 30 33.91% 33.28% 33.28% 42.99% 42.99% 42.84%
15 40 34.75% 34.83% 34.83% 44.43% 44.43% 44.38%
30 20 23.81% 23.36% 23.36% 34.26% 34.09% 33.62%
30 30 31.70% 32.48% 32.48% 40.57% 43.14% 43.54%
30 40 35.09% 35.45% 35.45% 48.50% 49.23% 47.83%
40 30 29.14% 31.05% 31.05% 41.42% 41.27% 40.52%
40 40 33.60% 33.53% 33.53% 47.02% 44.56% 45.70%

Table 10: Average runtimes (in seconds) for the 30-node instances in [27]. We report the
average percent optimality gap after three hours (instead of time) if at least one instance is
not solved within that time.

sparsity
level=0.25

sparsity
level=0.5

sparsity
level=0.75

b r
Only

Benders

Benders
and SVI

(13)

Benders
and SVI

(17)

Only
Benders

Benders
and SVI

(13)

Benders
and SVI

(17)

Only
Benders

Benders
and SVI

(13)

Benders
and SVI

(17)

8 6 24.60 19.07 9.16 23.85 19.35 17.82 18.72 14.03 15.12
8 10 51.79 38.46 28.67 83.41 79.36 64.47 23.62 20.99 17.99
8 20 150.00 125.70 102.50 142.00 135.20 87.00 25.62 34.37 19.61
8 30 586.90 498.80 297.10 328.60 257.10 184.00 49.24 52.25 34.92
8 40 604.60 552.20 369.00 455.00 332.70 265.80 63.11 62.70 42.94

15 6 10.18 9.38 6.51 13.42 10.83 11.60 9.35 5.63 5.68
15 10 33.16 28.77 26.89 40.66 32.13 24.85 15.18 7.916 11.22
15 20 102.90 101.60 46.74 71.69 75.00 37.21 18.84 19.63 12.45
15 30 426.30 451.70 261.60 203.00 121.40 81.13 33.99 32.03 16.46
15 40 565.00 550.60 344.80 381.40 287.00 216.50 57.34 37.42 32.25

30 6 8.92 8.91 6.68 13.25 13.03 10.48 6.48 7.50 7.07
30 10 37.96 39.50 26.68 19.98 17.44 18.28 10.70 10.29 12.98
30 20 92.49 75.17 32.48 40.85 37.52 29.20 13.50 14.19 15.38
30 30 115.20 150.70 44.46 50.60 46.85 38.80 13.99 14.97 13.75
30 40 198.10 151.90 65.99 71.49 52.73 44.67 14.41 16.59 14.62

40 6 6.61 5.62 3.57 11.84 12.48 11.10 5.14 5.73 5.55
40 10 32.97 37.64 20.08 17.09 17.52 18.31 11.13 9.26 10.12
40 20 70.77 119.50 37.26 41.06 37.85 29.19 14.21 14.33 13.39
40 30 152.10 124.70 39.81 45.64 42.50 35.34 13.82 15.37 15.23
40 40 197.00 140.00 37.40 59.32 47.07 38.41 15.28 14.55 14.16
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Table 11: Average runtimes (in seconds) for the 50-node instances in [27]. We report the
average percent optimality gap after three hours (instead of time) if at least one instance is
not solved within that time.

sparsity
level=0.25

sparsity
level=0.5

sparsity
level=0.75

b r
Only

Benders

Benders
and SVI

(13)

Benders
and SVI

(17)

Only
Benders

Benders
and SVI

(13)

Benders
and SVI

(17)

Only
Benders

Benders
and SVI

(13)

Benders
and SVI

(17)

8 6 72.15 69.06 72.97 59.80 46.71 50.81 72.26 60.24 39.29
8 10 734.6 636.21 625.32 160.06 157.51 144.27 83.07 71.91 55.57
8 20 1741.73 1689.56 1569.13 1324.90 1222.31 1079.23 103.90 86.89 84.18
8 30 1.43% 1.43% 3999.67 2493.77 2154.96 1858.16 212.32 203.31 184.19
8 40 1.43% 1.43% 4532.61 2527.29 2186.66 1857.19 262.69 226.94 212.59

15 6 60.97 23.71 18.52 30.53 15.93 36.51 64.86 56.63 27.25
15 10 315.75 365.11 322.53 123.99 81.36 46.28 80.65 76.55 43.42
15 20 5.22% 5.22% 5.22% 998.61 851.55 593.79 121.38 130.21 83.73
15 30 7.50% 6.67% 6.09% 2220.58 2174.30 1778.87 262.29 259.57 188.12
15 40 10.83% 11.86% 11.36% 1.60% 1.60% 1.60% 299.36 313.75 245.21

30 6 52.08 25.00 15.42 14.89 4.245 4.128 62.02 53.20 26.10
30 10 246.31 272.41 207.23 112.72 38.27 33.21 103.92 106.61 39.09
30 20 2029.48 6.86% 10.00% 876.59 1403.07 735.78 123.49 129.28 43.19
30 30 10.27% 10.86% 10.81% 985.40 1665.64 771.78 131.57 129.43 52.87
30 40 11.46% 15.81% 11.46% 1178.14 1787.05 947.31 198.95 119.83 66.09

40 6 51.55 24.23 15.10 23.22 4.26 4.08 61.69 56.50 25.50
40 10 152.29 435.08 370.08 117.53 112.74 27.47 103.75 107.44 39.34
40 20 1298.77 1174.42 1587.17 767.20 1321.91 528.07 102.34 110.74 49.57
40 30 1.54% 10.27% 10.56% 1042.35 1586.61 785.95 109.60 92.79 55.26
40 40 12.81% 13.67% 13.67% 1107.75 1774.68 1004.31 180.41 136.60 68.78

Tables 10–11 demonstrate that adding SVI (17) improves the performance of the algo-

rithm in the majority of the instances. For the 30-node instances with sparsity level of 0.25,

we observe that SVI (17) outperforms the basic Benders significantly in terms of solution

times to find the optimal solution. Adding SVI (17) decreases the runtimes decrease by

about 50% for a number of instances, including (b, r) ∈ {(8, 6), (8, 30), (15, 20), (30, 20),

(30, 40), (40, 20), (40, 30), (40, 40)}. A similar pattern follows for sparsity levels 0.5 and 0.75,

although the difference in runtimes is not as pronounced for b = 30 and b = 40 at sparsity

level 0.75, and there are some instances in which the basic Benders slightly performs better

(by 2 seconds). In the 50-node instances, similar to the 30-node instances, we observe that

adding SVI (17) improves the performance of the algorithm in most cases. For example,

the basic Benders algorithm cannot find an optimal solution within the runtime limit for

sparsity level 0.25 when (b, r) ∈ {(8, 30), (8, 40)}, but adding SVI (17) enables finding an

optimal solution before the runtime limit. On the other hand, there are also instances in

which the basic Benders outperforms the SVIs. For example, when the sparsity level is 0.25
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Figure 2: Change in the follower’s average path length for the 823-arc instances. (Symbols:
� : b = 8, � : b = 15, 4 : b = 30, ? : b = 40.)

(b, r) ∈ {(40, 30), (40, 40)}, the average optimality gaps increase as we add SVI (17). How-

ever, we observe that the basic Benders approach outperforms SVI (17) in only one instance

out of the five instances in both of these cases. We make the same observation for the in-

stances with (b, r) = (30, 30) at the 0.25 sparsity level: In only one of the five instances does

the basic Benders approach outperform the algorithm that includes SVI (17). For sparsity

levels of 0.5 and 0.75, we observe that SVI (17) performs better compared to the basic Ben-

ders algorithm. For most instances (across both network sizes and all three sparsity levels)

that are solved to optimality by all three algorithms, SVI (17) enables identifying an optimal

solution faster than with the Basic benders approach.

4.3 Change in Decisions with Varying Parameters

In LIF, the maximum objective value is reached when the follower has no information about

the true arc lengths, i.e., r = 0. As the follower learns more about the true arc lengths,

the objective value decreases because s/he traverses a shorter path. The length of the path

chosen by the follower increases (and stays the same after a certain value) as b increases

when r is constant. On the other hand, the path length decreases as r increases (and stays

the same after a certain value) when b is constant. Figure 2 illustrates the change in the

average objective value over the five data sets with respect to varying b and r for the 823-arc

instances.

As r is increased, the follower can find a shorter path compared to the case where

the follower has no information on the lengths. In order to characterize the impact of r,
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consider the instances summarized in Figure 2. When b = 30 in the 823-arc instances and

no information is discovered by the follower (i.e., r = 0), the average shortest path length

among all five data sets is 186.2. However, if the follower discovers as much as r = 40 units

of information, this amount reduces to 159 units. Therefore, by assuming interdictions are

truly hidden from the follower, the interdictor risks the follower identifying a path that is

14.61% shorter. Even if only r = 6 units of information are discovered, the follower’s path

length may be reduced by as much as 5.59% as compared to r = 0. This impact can be much

bigger if we analyze larger networks, suggesting even very small amount of information leaks

can drastically reduce the effectiveness of the interdictions placed by the leader.

The analysis above can easily be extended in order to guide the selection of the r-

parameter in practice. By solving LIF under different r-values, it is possible to obtain a

portfolio of interdiction solutions. The LIF objective function value of each solution x̂ in

this portfolio can then be evaluated by solving the IF(x̂) under each of the different r-values

to yield risk comparisons (i.e., the potential decrease in interdicted shortest path length as a

result of assuming r = 10 instead of r = 20 or r = 10 instead of r = 20). To select a value for

r, the practitioner may weigh these comparisons in combination with any prior information

about the likelihood of different values of r.

4.4 Analysis on Networks with Full Information Sharing

As we describe in Remark 1, we can extend the informant’s decisions to a case where s/he

shares full information if that arc is chosen to be revealed. We test our algorithms on the grid

networks and the acyclic graphs from [27] for such situations. Tables 12–13 summarize the

average runtimes and optimality gaps for the 268- and 823-arc instances, respectively. In the

268-arc instances with d∼u(1, 3), we observe that for b ≤ 15, all three approaches are able to

find an optimal solution within the runtime limit, and the basic Benders approach performs

slightly better in terms of finding the solution faster. For d∼u(1, 3) and b ≥ 30, in most

instances, SVI (17) outperforms the basic Benders approach in the sense that adding SVI

(17) enables finding an optimal solution within the runtime limit whereas the basic Benders

approach does not reach optimality. For d∼u(1, 10) and b ≥ 30, adding SVI (17) improves the

performance of the algorithm; however, for d∼u(1, 15), the basic Benders approach usually

performs better without the SVIs. In the 823-arc instances, the basic Benders approach

usually performs better when d∼u(1, 3) and d∼u(1, 15); however, adding SVI (17) improves

performance in the majority of the instances for d∼u(1, 10).
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Table 12: Average runtimes (in seconds) for the 268-arc instances for d∼u(1, 3), d∼u(1, 10),
and d∼u(1, 15). The informant shares full information on the arcs that s/he selects. We
report the average percent optimality gap after three hours (instead of time) if at least one
instance is not solved within that time.

d∼u(1, 3) d∼u(1, 10) d∼u(1, 15)

b r
Only

Benders

Benders
and SVI

(13)

Benders
and SVI

(17)

Only
Benders

Benders
and SVI

(13)

Benders
and SVI

(17)

Only
Benders

Benders
and SVI

(13)

Benders
and SVI

(17)

8 6 292.80 321.81 323.27 0.70% 0.70% 0.70% 0.70% 0.70% 0.70%
8 10 292.80 326.55 322.82 0.87% 0.87% 0.87% 0.87% 0.87% 1.03%
8 20 292.80 325.04 322.85 0.87% 0.87% 0.87% 0.87% 0.87% 0.87%
8 30 292.80 318.74 321.46 0.87% 0.87% 1.03% 0.87% 0.87% 1.03%
8 40 292.80 328.34 322.48 0.87% 0.87% 1.03% 0.87% 0.87% 1.03%

15 6 1097.00 1149.05 1314.60 3.64% 7.69% 4.86% 11.80% 14.48% 14.17%
15 10 1862.60 2215.92 2924.62 5.65% 10.15% 7.35% 16.22% 19.39% 19.14%
15 20 1843.60 2582.53 2989.80 5.93% 9.01% 7.57% 16.56% 18.15% 19.21%
15 30 1849.00 2566.69 3039.75 5.93% 8.90% 7.72% 16.33% 18.04% 19.21%
15 40 1846.80 2356.66 3094.38 5.93% 9.01% 7.72% 16.33% 18.04% 19.21%

30 6 1269.80 1263.98 117.39 8.23% 10.85% 5.29% 15.36% 21.39% 3.83%
30 10 2.26% 2.64% 868.46 14.73% 15.78% 9.94% 21.61% 27.49% 22.40%
30 20 2.44% 3.56% 902.51 14.79% 15.88% 13.88% 21.67% 26.43% 22.49%
30 30 2.43% 3.18% 649.66 15.43% 15.66% 13.72% 21.51% 27.02% 22.02%
30 40 2.25% 3.18% 883.01 15.43% 15.76% 13.72% 21.51% 26.87% 22.48%

40 6 1162.80 2124.93 145.66 9.76% 11.66% 6935.17 10.14% 7.52% 9152.09
40 10 2.46% 3.01% 739.16 14.18% 13.81% 7346.20 19.92% 19.06% 13.67%
40 20 3.20% 4.10% 549.73 14.42% 12.68% 8.01% 18.53% 22.07% 9.24%
40 30 3.39% 3.74% 788.62 14.01% 13.87% 11.96% 18.97% 23.20% 17.94%
40 40 3.75% 4.45% 3.92% 14.18% 14.05% 11.97% 18.58% 23.44% 17.89%
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Table 13: Average runtimes (in seconds) for the 823-arc instances for d∼u(1, 3), d∼u(1, 10),
and d∼u(1, 15). The informant shares full information on the arcs that s/he selects. We
report the average percent optimality gap after three hours (instead of time) if at least one
instance is not solved within that time.

d∼u(1, 3) d∼u(1, 10) d∼u(1, 15)

b r
Only

Benders

Benders
and SVI

(13)

Benders
and SVI

(17)

Only
Benders

Benders
and SVI

(13)

Benders
and SVI

(17)

Only
Benders

Benders
and SVI

(13)

Benders
and SVI

(17)

8 6 78.80 118.99 120.31 9.71% 14.91% 7.00% 0.13% 0.40% 0.40%
8 10 382.40 1857.56 1328.29 9.79% 15.06% 7.76% 1.20% 1.07% 1.20%
8 20 8.55% 9.05% 8.83% 9.66% 15.06% 8.10% 1.07% 1.07% 1.20%
8 30 10.57% 11.17% 11.41% 9.66% 15.06% 8.10% 1.07% 1.07% 1.20%
8 40 11.23% 11.54% 11.77% 9.66% 15.06% 8.10% 1.07% 1.07% 1.20%

15 6 88.60 169.61 177.37 24.36% 30.02% 17.41% 4.10% 5.01% 5.40%
15 10 474.80 0.41% 0.51% 29.24% 34.97% 22.65% 8.97% 8.63% 8.63%
15 20 24.99% 24.90% 25.65% 29.53% 35.02% 22.76% 9.07% 9.20% 8.85%
15 30 31.31% 31.54% 31.71% 29.41% 35.02% 22.76% 8.96% 9.07% 8.85%
15 40 33.24% 33.31% 33.05% 29.41% 35.02% 23.00% 8.96% 9.07% 8.85%

30 6 59.20 175.63 170.67 28.42% 23.11% 16.66% 2.01% 4.01% 2.65%
30 10 273.80 2631.11 0.34% 34.34% 30.51% 25.16% 11.36% 11.97% 11.97%
30 20 20.11% 22.01% 22.61% 37.07% 32.90% 27.66% 13.90% 14.16% 14.08%
30 30 29.96% 31.22% 30.76% 37.00% 32.91% 27.91% 14.19% 14.06% 14.88%
30 40 33.83% 34.37% 34.47% 36.93% 33.12% 27.94% 14.17% 14.59% 14.79%

40 6 35.80 128.27 121.48 26.24% 21.08% 14.32% 1.90% 2.15% 1.90%
40 10 196.20 2073.11 1597.07 32.52% 28.69% 23.09% 10.39% 11.11% 11.18%
40 20 16.23% 17.92% 19.82% 36.35% 32.44% 27.21% 13.03% 13.44% 13.73%
40 30 27.26% 27.63% 29.15% 36.79% 33.05% 27.17% 13.53% 13.62% 14.36%
40 40 31.93% 32.49% 33.37% 36.67% 33.07% 27.49% 13.95% 14.15% 14.04%

We then examine the performance of the SVIs on the acyclic networks. Tables 14–15

summarize the average runtimes for the 30- and 50-node instances, respectively. The results

in Table 14 point out that SVIs improve the performance of the algorithm in the majority of

the instances with all three sparsity levels. For example, for sparsity level 0.25, b = 30, and

20 ≤ r ≤ 40, we see that the basic Benders approach terminates with an optimality gap of

0.87%, whereas adding the SVIs allow the algorithm to find an optimal solution. Note that

the three approaches reach optimality in the majority of the instances, and runtimes are

generally, but not always, smaller for the cases where we add the SVIs. Table 15 indicates

that adding the SVIs improve the performance for small b-values when the sparsity level

is 0.25. For sparsity level 0.5, we see that adding the SVIs improve the performance for

b = 8 and b = 40; however, there are instances where the basic Benders approach performs

better for the other two b-values. For sparsity level 0.75, adding SVI (17) improves the basic

Benders approach except for the instances with b = 15 and r ≥ 20 and the instances with

b = 30 in which an optimal solution is not found. As in the results from Tables 10–11, the
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results demonstrate that when the algorithms can find an optimal solution with all three

approaches, the SVIs find the solution quicker compared to the basic Benders approach.

Therefore, we can conclude that, in most of the acyclic network cases, adding SVI (17)

improves the performance of the algorithm compared to only using the basic Benders cut.

Table 14: Average runtimes (in seconds) for the 30-node instances from [27]. The informant
shares full information on the arcs that s/he selects. We report the average percent optimality
gap after three hours (instead of time) if at least one instance is not solved within that time.

sparsity
level=0.25

sparsity
level=0.5

sparsity
level=0.75

b r
Only

Benders

Benders
and SVI

(13)

Benders
and SVI

(17)

Only
Benders

Benders
and SVI

(13)

Benders
and SVI

(17)

Only
Benders

Benders
and SVI

(13)

Benders
and SVI

(17)

8 6 416.67 296.68 308.45 503.22 556.50 520.73 273.77 306.90 286.08
8 10 1898.92 1507.91 1479.43 2426.98 1962.21 1543.42 608.43 773.29 601.30
8 20 1895.20 1514.82 1484.70 2425.30 1963.24 1551.20 607.46 772.48 601.54
8 30 1897.21 1516.54 1484.74 2421.41 1963.43 1546.35 609.08 772.43 599.75
8 40 1893.33 1511.60 1477.55 2425.12 1961.82 1546.27 608.49 773.49 601.78

15 6 221.53 223.03 381.28 361.49 363.06 219.80 133.51 184.32 141.40
15 10 1756.50 1672.86 1369.07 2132.08 1758.56 1416.55 388.75 821.30 560.19
15 20 3001.75 2611.37 2359.28 3496.33 2433.61 2307.02 734.37 1435.71 990.08
15 30 3001.70 2612.67 2358.95 3493.83 2433.08 2307.12 735.90 1441.11 992.92
15 40 3000.21 2612.35 2355.72 3495.77 2431.95 2305.05 735.24 1440.72 992.82

30 6 159.86 187.51 149.87 109.50 82.24 50.15 89.33 83.55 77.54
30 10 740.14 384.17 380.15 235.35 310.82 379.19 298.90 419.66 130.43
30 20 0.87% 318.93 812.90 1314.09 2013.14 1457.94 467.44 401.60 134.91
30 30 0.87% 388.52 758.11 0.65% 0.65% 0.65% 467.43 399.62 135.40
30 40 0.87% 387.51 760.38 0.65% 0.65% 0.65% 466.18 399.51 135.33

40 6 205.12 149.29 190.90 107.05 100.24 52.61 91.10 60.62 42.64
40 10 667.59 379.10 122.25 181.05 298.01 199.63 128.36 364.88 88.75
40 20 1927.32 406.43 1082.45 1504.70 2007.71 1484.29 365.18 453.42 110.73
40 30 0.87% 404.99 662.12 1885.56 2181.74 1519.08 364.18 453.01 109.76
40 40 0.87% 405.58 840.29 1991.88 2159.07 1695.09 363.42 453.46 110.73
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Table 15: Average runtimes (in seconds) for the 50-node instances from [27]. The informant
shares full information on the arcs that s/he selects. We report the average percent optimality
gap after three hours (instead of time) if at least one instance is not solved within that time.

sparsity
level=0.25

sparsity
level=0.5

sparsity
level=0.75

b r
Only

Benders

Benders
and SVI

(13)

Benders
and SVI

(17)

Only
Benders

Benders
and SVI

(13)

Benders
and SVI

(17)

Only
Benders

Benders
and SVI

(13)

Benders
and SVI

(17)

8 6 1115.92 1626.45 1805.72 2089.85 1470.67 1632.64 763.01 650.612 680.25
8 10 13.33% 9.76% 9.76% 3.00% 2.11% 2.11% 1407.36 881.49 1079.03
8 20 11.33% 7.62% 9.76% 3.00% 2.11% 2.11% 1404.78 884.42 1077.29
8 30 13.33% 9.76% 6.10% 3.00% 2.11% 2.11% 1400.46 886.86 1082.38
8 40 13.33% 9.76% 6.43% 3.00% 2.11% 2.11% 1404.00 884.62 1080.27

15 6 543.50 1443.88 1200.42 518.22 578.46 435.62 1148.55 822.82 881.09
15 10 1.82% 3.52% 7.00% 2.96% 2.96% 2.96% 3243.98 0.61% 2940.60
15 20 22.44% 27.22% 24.68% 8.71% 7.29% 8.25% 4834.09 0.61% 0.61%
15 30 24.25% 26.11% 24.05% 8.71% 7.29% 8.25% 4830.10 0.61% 0.61%
15 40 23.55% 26.11% 24.05% 9.21% 7.29% 8.25% 4831.23 0.61% 0.61%

30 6 379.94 979.39 1304.90 896.15 464.97 619.34 403.54 332.83 180.49
30 10 4092.13 9.73% 10.56% 1612.31 3.33% 2201.05 0.87% 2253.63 1472.00
30 20 25.22% 28.88% 31.28% 3.00% 10.26% 7.45% 1.30% 2.17% 1.74%
30 30 29.99% 29.99% 31.28% 4.38% 9.57% 7.45% 1.74% 1.74% 1.74%
30 40 29.99% 29.99% 32.59% 4.38% 9.57% 7.45% 1.74% 1.74% 1.74%

40 6 165.26 1262.19 1450.30 806.20 480.24 302.70 409.85 220.89 149.23
40 10 5881.06 9.73% 8.65% 1823.30 1.82% 1463.66 2232.24 1858.64 1911.07
40 20 15.58% 22.99% 22.32% 3.69% 7.90% 2.73% 1.74% 1.30% 1.74%
40 30 26.93% 27.21% 28.23% 4.38% 7.29% 2.69% 2.17% 1.74% 2.17%
40 40 27.72% 26.65% 30.63% 3.00% 7.29% 1.00% 2.17% 1.74% 2.17%

5 Conclusion

Within this study, we consider a new variant of the shortest path network interdiction

problem in which a limited number of interdictions become visible to the follower. We

contribute a Benders decomposition solution procedure and present supervalid inequalities

(SVIs) to improve the performance of the algorithm. We first derive SVI (13) and then its

tightened form SVI (17). In our computational analyses, we solve our instances by using (i)

only Benders cuts, (ii) Benders cuts and SVI (13), and (iii) Benders cuts and SVI (17). We

test these three approaches for two network types: grid networks and the acyclic networks

presented in [27]. For the grid networks, we use small (discrete uniform distribution over the

ranges {1, 2, 3}) and larger (discrete uniform distribution over the ranges {1, . . . , p} where

d ∈ {3, 10, 15}) d-values.

For the grid networks, the results demonstrate that Benders decomposition method

is effective for both small and large d-values, and although the SVIs improve the Benders
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implementation for small d-values, their effectiveness declines when the d-values are large.

We observe that the optimality gaps increase as we reach b ≥ 30, r ≥ 10. Moreover, the

gaps tend to increase as b increases up to a certain level, then we start to observe a decrease.

In examining solutions to our instances, we observe that the “conservativeness” of solutions

increases as r—a forecast for how much information about the interdictions becomes available

to the follower—increases.

As compared to the grid networks, the SVIs seem to have a more pronounced effect on

improving algorithm performance for the acyclic networks. For acyclic networks, we observe

that adding SVI (17) outperforms the basic Benders algorithm for the 30- and 50-node

networks in the majority of the instances. Specifically, in cases where the basic Benders

algorithm reaches optimality, the SVIs tend to reach optimality faster.

Follow-on research may seek to incorporate similar models of robustness into other

network interdiction and/or security models. For instance, we are interested in the analogous

model where the leader has both concealed and decoy (i.e., causing an increase to the

perceived but not true arc length) assets. Preliminary investigation has revealed that this

problem presents some additional challenges beyond those investigated in this paper.

Several important challenges remain in regards to solving the interdiction problem, LIF,

and other interdiction problems incorporating this type of information asymmetry. The

complexity of the integrated informant-follower problem, IF(·), remains open; therefore, dis-

covering that IF(·) is polynomially solvable would likely open the door to improved solution

approaches for LIF. Within the current Benders decomposition approach for LIF, enhanced

inequalities could be investigated to improve the performance for larger d-values, and fur-

ther experimentation could seek to identify network topologies that lead to more or less

computational effort under the current approach. Such an investigation may also motivate

strengthened solution procedures for specialized classes of networks.
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